Password Token User Guide

Industrial Bank Password Token
1. Activate

* A new Password Token must be activated before using.

» After turning on the Password Token, the activation process will
be started automatically, and the activation code is required to
input.

. Plzase follow the prompt in Fig. 1 and input 12-digit activation
code to complete activation.

® The activation code is generated when you start the first-time
logon procedure. Please input the activation code correctly.
Otherwise it will result in activation failure.

* If the activation fails, press any key to return and reactivate.

2.5et start PIN

* After activation, the new Password Token will automatically enter
the status of setting start PIN.

* Please input a 6-digit start PIN twice as per prompt in Fig.2 and
Fig. 3, in order to complete the start PIN setting.

Fig.2 Fig.3

= The start PIN that you entered twice must be identical; otherwise
it will result in failure. If you have entered the start PIN
incorrectly, press any key to return, and restart the setting
process.

3.Acquire dynamic code

* Press and hold "@®" to start, and input the start PIN as prompted
in Fig. 4.

* Then you can enter the code that shown in the transaction into
Fig. 5.

o If the start PIN is wrong, the screen will display the times of
consecutive failures (Fig. 6). Press any key to return, and re-enter
the start PIN. If the consecutive failures reach the system
controlled times (6 times), the Password Token will be locked.
Refer to "6. Unlock" for details of unlock.

#

 Please input the transaction code that shown in the screen. After
that, press the “@" key. If the Password Token does not require
inputting the transaction code, press the "@" key directly.

« If the input exceeds 12 digits, you can press "@" and "@"to scroll
between the input. The little triangle on the upper left and right
side of the screen means there is number that is not indicated in
the direction.You can use "@" key to delete the last digit and
hold " @" key to delete all input.

* Display dynamic code: After you have completed the information
input, the dynamic code will be displayed automatically, as
shown in Fig. 7.

Fig.7
« If you need to acquire the dynamic code again, please press any

numeric key and it will direct you to the screen of requiring the
transaction code.

4.Modify the start PIN

* In the status of displaying dynamic code, press and hold the "@"
key to be the start PIN modification mode.

* The operation process is the same as start PIN initialization.

5.Turn off

® The Password Token will be turned off automatically when there
is no action for a leng time.

* Press "®" key to turn it off at any status while it is on.

6.Unlock

If the consecutive wrong input of start PIN reaches the limit set by
the system(6 times), the Password Token will then enter the lockup
status, and will display the unlock challenge code automatically, as
shown in Fig. 8.

Fig.8
*Automatic release
The Password Token will be automatically unlocked in 24 hours,
and the start PIN remains unchanged. The Password Token's
automatic release function will be disabled when this function has
been practiced for 6 times.

*Manual release

If you have forgotten the start PIN, please contact Customer
Hotline (852) 661 95561 for resetting the start PIN by manual
release.

7.Low-battery warning

The battery icon in the upper left will keep flashing when the
battery is running low (Fig. 9). If the warning appears, please apply
for a new Token from Industrial Bank Hong Kong Branch within
one month.

8.Example of Fund Transfer via Corporate
Internet Banking

» Visit the Industrial Bank Hong Kong Branch website, then log on
Corporate Internet Banking. Click on Transfer / Remittance,
process to Non-registered payee and fill in the transaction
details. After pressing "Submit", it will automatically enter the
screen of dynamic code input.

Please turn on the Password Token, and input the challenge
codes (bald numbers) into the token. Then press " " button to
acquire 6-digit password, and input the password to the
dynamic code box in Fig. 10. After that, please press Confirm.
When the dynamic code passes verification, the online transfer
transaction will be completed.

Please input below challenge codes (bold numbers) into the token firstly.
Then, input the &-digit "Token Code" to the following field
9 4 8 3 4 35 6 4 89 0

Token Code

Fig10

# Security Tips

1.The password token of Industrial Bank Hong Kong
Branch (the “Password Token" ) is a dedicated device
to verify client identity by generating a dynamic code
in transactions.

The Password Token is only for the Bank' s Clients' (referred to
the “Clients” , "you" hereunder) own use. Please store the
Password Token and code appropriately. Once the Password
Token is acquired by others, your account security may be
undermined. Therefore, please enhance your security awareness
and form a good transaction habit to prevent illegal invasions.

¢ Please store the Password Token appropriately. Once it is lost,
please contact Industrial Bank Hong Kong Branch as soon as
possible for loss procedure.

= Select a start PIN that is difficult to figure out. Do not use your
birthday, card number, telephone number or serial number to be
the start PIN of the Password Token. You are suggested to
modify the start PIN irregularly to reduce the risk of code leak.

* Do not tell your start PIN to others in any circumstance. Do not
trust any behavior asking for your code by email, telephone or
text message. If you have any inquiry, please call Customer
Hotline (852)661 95561.

2.Safe use of Password Token.

* Please note the following when using the Password Token:
The transaction information you have inputted in your Password
Token represents the real transaction intent of you. So please

//

o Please ensure the transaction information you have inputted in
your Password Token is consistent with the information
prompted by the system, otherwise the verification will fail.

= If a Client acts fraudulently or with gross negligence, he will be
responsible for any direct loss suffered by him as a result of
unautherised transactions conducted through his account.

3.Visit out correct website and call our Customer
Hotline.

When you visit Industrial Bank Hong Kong Branch website, please
input the website address directly.Do not visit our website through
other address, number or link. Industrial Bank Hong Kong Branch
will never request you to change your password or conduct
identity verification through any so-called designated website by
email, text message or telephone.

Website: http://www. cibhk.com

Customer Hotline: (852)661 95561

4.Industrial Bank Hong Kong Branch owns all the
Intellectual property rights of the Password Token.

Use of this Password Token constitutes your acceptance of all
terms and conditions of the Bank governing this device currently
in force. Clients should be aware of the obligations in relation to
security for the Password Token and the relevant services including
observing and following in a timely manner the conditions for the
Bank' s services and the relevant security measures specified from
time to time by the Bank for the protection of clients.

\

Product Guarantee Card

Product name: Industrial Bank Co., Ltd. Hong Kong Branch
Password Token

Token Serial number:
Product Conformance Certificate
The product has passed quality inspection and it is satisfied with

Industrial Bank Hong Kong Branch’s designated Vendor's standards
and specifications.

Y

Product Guarantee Card

Instructions for product guarantee:

If the product cannot be used due to inherent quality problems in
normal use, please refer to the following guarantee policy
provided by Industrial Bank Hong Kong Branch.

1.Please refer to the back of the product for the
guarantee period.

If the product cannot be used due to its inherent quality problem,
you can apply a new one for free within the guarantee period.

2.The following cases are excluded from the free
guarantee service.

i.The Client uses the Password Token inappropriately or fails to
follow the Password Token User Guide.

ii.The Client repairs, replaces, dismantles, or modifies the product
serial number at his own discretion, or repairs the Password Token
through any other repairers other than through Industrial Bank
Hong Kong Branch.

iii.Malfunction or damage of the Password Token due to manual
intervention, such as installation or movement of the product.
iv.Malfunction or damage of the Password Token due to force
majeure.

Please note that the Password Token is manufactured by the
designated vendor of the Bank. Industrial Bank Hong Kong Branch
assumes no liability for the quality of the Password Token (unless
otherwise agreed).

Fig.1 Fad Figs Figh Figs verify the information before you confirm the transaction.
.. L . AN - AN 7 e
Ve - NE R L Y 5 ™
{%%}éﬁ ;ﬁ%%ggﬁ%i 2, Gl o SRR RGNS B S R . AR, DR, 6. 8. Y4y b SR 4T RUEE ) & EEET o I G LS AR AT 5 4 3 R AR A SR R R R — 7 i 7 s
) - © SRR LREBMIE HDENDOABREGR R, AR AGHRREEA L EETR, RO | i scnnuaa e B, AR, 3 ¢ BB o GRRRITERITH htp://vww, cibbk, con BHE YA Ly FUSESRAT B HE ST (R B 88 2 /52 5 B A Wy BN SRIRRN , SRR
o S E AT, FEUN A B, SRR ST BRI, O RO BN, AR A e AT, AR, BT RN/ AN I B RO e AR RE AR 5 S BT 2405 o PG BT, A R R P AT B AR FURATI G AR A 5 Bt 1T R AT 8 A T 08 955 D7 A 2 2 3 2 M A 3
fhe FUATHID = 4RI P R BT AL RO B, BUSEREE. BORRAHE, LB R A RIS RS ( “HE | 7 ) RN, FEf R ST A T S0 T2 ) BB S F 0 ‘ {4, BRERAT Frith AT B 8 B AT I T (RAS R
RIBRM A B — (., Fetie” O BT A WA _ o TBIBRESEAS, SR N LU, PR RIS EAMAT, — O EESTR AR, & PR
_ _ * BURBYRBHTS: fEeREARMAL, ABBURDSHT, miE 44@ ﬂpﬁi.g\l&%ﬁﬁf#ﬁ#% YRS o A 10B) RS MRS LI EaR. Fit, WENEREER, RRALHE 3, IBAER I BESRAT FHE ST Ay, AR ELEE —., EMEEERERYE, hRE e
FisF» Ll PR BER. BEMTENFARTR. REAREXNSDLIN. B WML E e, AEImIA A AL, SRS ERIEAS A FEOMEUR AR IE R, A0 PO T 40 B T
fij2 il » E g * PiEHREEGRSE, 7008 LIRS fRA P RSB RIS IR 2 2 R R, ISR, 2% ] R A7 4 7 b - - WIE Lk

FEERAT A AT (R 4R 2%

1, i

o SR A AR ISR D TS A R AR -

o 2GRS UG AR B U B DI AR Th g, SEREI BT

o HRIRE R, A0 RBITES, FERReT.

® ST A YOS AR A A S . SR A TS,
R G URRGT RN, SRR, BT .

[iE1

P

o FECH A B BRI L AT, 7 RSB s B R T R
KRR, BTSRRI B AR Y.

3. MEHEDREE S

o RO MO, BRI T,

o A JE5{E R A R AR .

® R PR AEENR, BUrORSUR RO CnEe) o EEREIE
[, RGBS W R ORI, PRI
SHSE. WEEEE, W2 R6. M.

fi 4 &5

N

7

o 0 UUE A IR NE, STEE RHE A A R A e, nlih
I, SRR AR, HLHRA 2 5 FEa.

4. BB
o ERBEBETRE, BEO M. EABAMREBRE, &
fE BB L B R T

5. B
o LA AR, DR e SRS AR R I TR .
o FERIBITMIRET, %O g,

LY

SHAEAE, RS ¢ B SRERD, R i amah dR O E 124
AN, (R CHRTSEE BRI ERSRR A RaT B BT
TEF6U TReERTS A BRI RERY P

* T
TG MRS, W S AR (852)661 95561, EaRBUBEE
.

7. RFEIERE

BTSRRI, GRS R ES
FEEDASY CED) . SRR, SO LA PRI RESR T
IMT AL R AR 28

k]

2 3 47 7 3 87 5 6 0 4

[E10

A

o SRR R TR, Pk RISk . — B R
HEAR, o bR R B N SR T S S AT R S B

o REBEAESHAC MBS, SAEAEALD, R, f%
ST AR P AR B A R TR B o 10 R R M L P
ARG, L PR B R B A L

o FEMFRIRT. SSRGS AR . REMERNE
FEAE B, EESHNEESEEEAT A WHEE, W
FUH P B4R (852)661 955614

2, fEMER] DR L AmAG ARy, 5E & A R L A
. MEEE LT A

o SRR EHE RN R E R VAR T BN S L A
FERERS: 5 R BRI B B

BRYRAT T MT A SR B, . WS AR, EREIR
rH R o S M R e AT 0 B, Sl 3 L A
EHE.

#4k: http://www. cibhk. com

P (852)661 95561

A BRSEGRAT T 0k S AT O 2 i A5 5% 1 60
FARUESRAT T AT A -

5 A ] B UYESIT T E M7 B M A B R
A PR AR 7 P RO B8 0 A 2 A RS RO
BRI R BT PEAE, 045 B4 8 R = TR ST 850 A7 R ik
R P T B 4 R (R e

o s

ACHE f ARSI AR TG, T BLSEE TA R AT A A
Bk AR .

70X90mm

PAE AT s0ss

INDUSTRIAL BANK CO.,LTD.  HongKongBranch

©
e

Password Token

EFRRAE

User Guide

~

T BT £ S R O R R 2 A

Lo FIF SRR, Bk b PR AT 4

2. FERATRATHONRSE, JH P OSSR T I AT A SRR 5
ARSI, BRI, SRR RN TR,

3. BB BENEMRNA LBt

ENNCERRE PRl

AR, BRSRAT AT PR BRI R h BRI A TR R
EETRME, BERAAEE M E, FURSRITE U AMT AR IR SR
CER 5347 tnelah) .

LAV HRAT 500

INDUSTRIAL BANK CO.,LTD

S
RS

Password Token

Hong Kong Branch

{EFRAE

User Guide

%




